
SERTIT, Postboks 814, 1306 Sandvika, NORWAY 

Phone: +47 67 86 40 00 Fax: +47 67 86 40 09   E-mail: post@sertit.no  Internet: www.sertit.no  
  

 

 

 
Sertifiseringsmyndigheten for IT-sikkerhet  Norwegian Certification Authority for IT Security 

 
SERTIT-095 CR Certification Report 
Issue 1.0  6 Nov 2017  

  Cisco HyperFlex Systems HX Series v2.5(1c)  
 

CERTIFICATION REPORT -  SERTIT STANDARD REPORT TEMPLATE SD 009 VERSION 2.1  11.11.2011 
  



 

Cisco HyperF lex Systems HX Serie s  
Version v2.5(1c)  

EAL  2  

 

 

 

Page 2 of 22  SERTIT-095 CR Issue 1.0  

6 Nov 2017  

 

ARRANGEMENT ON THE RECOGNITION OF COMMON CRITERIA CERTIFICATES IN 
THE FIELD OF INFORMATION TECHNOLOGY SECURITY  

SERTIT,  the Norwegian Cert if icat ion Author ity for IT Sec  urity,  i s  a member of the  
above Arrangement and as such this confirms that  the Common Cr iteria  
cert if icate has been issued by or under the authority of a Party to this 
Arrangement and is the  Party’s c laim that  the cert if icate has been issued in 
accordance with the terms of  this Arrangement  

The judgements contained in the cert if icate and Cert if icat ion Report  are those of  
SERTIT which issued it  and the Norwegian evaluat ion fac i l ity  (EVIT) which carried  
out  the evaluat ion. There is  no implicat ion of acceptance by other Members of 
the Agreement Group of l iabi l ity  in respect  of those judgements or for loss  
sustained as a result  of rel iance placed upon those judgements by a third party.  
The Common Criteria Recognit ion Arrangeme nt logo printed on the cert if icate  
indicates that  this cert if icat ion is  recognized under the terms of the CCRA July 
2nd 2014.  

The recognit ion under CCRA is l imited to cPP related assurance  packages or EAL 2  
and ALC_FLR CC part  3 components.  

 

MUTUAL RECOGNITION AGREEMENT OF INFORMATION TECHNOLOGY SECURITY 
EVALUATION CERTIFICATES (SOGIS MRA)  

SERTIT,  the Norwegian Cert if icat ion Author ity for IT Security,  is  a member of the  
above Agreement and  as such this confi rms t hat  the Common Criteria cert if icate  
has been issued by or under the authority of a  Party to this Agreement and is the  
Party’s c laim that  the cert if icate has been issue d in accordance with the terms of  
this Agreement  

The judgements contained in the cert if icate and Cert if icat ion Report  are those of  
SERTIT which issued it  and the Norwegian evaluat ion fac i l ity  (EVIT) which carried  
out  the evaluat ion. There is  no implicat ion  of acceptance by other Members of 
the Agreement Group of l iabi l ity  in respect  of those judgements or for loss  
sustained as  a result  o f rel iance placed upon t hose judgements by a third party.  

Mutual  recognit ion under SOGIS MRA applies t o components up to E AL 4.  
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2 Abbreviations 
 

AAA  Administrat ion,  Author izat ion,  and Accounting  

ACL   Access Control  L ists  

API   Applicat ion Programming Interface  

CC  Common Criteria for In formation Technology Security Evaluat ion  

  ( ISO/IEC 15408)  

CCRA Arrangement on the Recognit ion of Common Criteria Cert if icates in 
the Field of Information Technology Security  

CEM   Common Methodology for In formation Technology Security 
Evaluat ion  

CIMC  Cisco Integrated Management Control ler  

CIM-XML Common In format ion Model XML  

CLI   Command L ine Interface  

CM  Configurat ion Management  

EAL   Evaluat ion Assurance Level  

EOR   Evaluat ion Obse rvat ion Report  

ETR   Evaluat ion Technical  Report  

EVIT  Evaluat ion Faci l ity  under the Norwegian Cert if i cat ion Scheme for IT 
Security  

EWP  Evaluat ion Work Plan  

FC  Fibre Channel  

HDD   Hard-disk drives  

HTTPS   Hyper-Text  Transport  Protocol  Secure  

IP   Internet  Protocol  

OS  Operat ing System 

POC  Point  of Contact  

QP  Qualif ied Part ic ipant  

SAR   Security Assurance Requirement  

SERTIT  Norwegian Cert if icat ion Authority for IT Securi ty  

SFP  Security Funct ional  Pol icy  

SFR  Security Funct ional  Requirement  
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SM  Service Module  

SPM  Security Pol icy Model 

SSD   Sol id-state disk  

SSL   Secure Socket  Layer 

ST   Security Target  

TCP   Transport  Control  Protocol  

TCP/IP   Transmission Control  Protocol/Internet  Protocol  

TLS  Transport  Layer Security  

TOE  Target  of Evaluat ion  

TSF   TOE Security Funct ions  

TSP  TOE Security Pol icy  

UCS   [Cisco]  Unified Computing System  

UCSM   UCS Manager  

UDP  User datagram protocol  

VIB  VMware ESXi  vSphere Instal lat ion Bundles  

VLAN  Virtual  Local  Area Network  

VM Virtual  Machine,  a v irtual ized guest  operat ing system instal led to a 
hypervisor.  

VMM  Virtual  Machine Manager,  a hypervisor.  

VSAN  Virtual  Storage Area  Network  

XML  Extensible Markup Language  
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4 Executive Summary 

4.1  Introduction 

This Ce rt if icat ion Report  states the outcome of the Common Criteria secur ity 
evaluat ion of Ci sco HyperFlex Sy stems HX Series  version v2.5(1c)  to the Sponsor,  
Cisco Systems, Inc. ,  and is intended to assist  prospect ive co nsumers when judging 
the suitabi l ity  of the IT security of the product  for their part icular requireme nts.  

Prospect ive consumers are advised to read thi s report  in conjunct ion with the 
Security Target [1]  which specifies the funct ional,  environmental  and assurance 
evaluat ion requirements.  

4.2  Evaluated Product  

The version of the product  evaluated was Cisco HyperFlex Systems HX Series  and 
version v2.5(1c) .  

These products are  al so described in this report  as the Target  of Evaluat ion (TOE).  
The developer was Cisco Systems, Inc.   

The TOE is a hyper -convergent software -centri c  solut ion that  t ight ly integrates 
computing,  storag e,  networking and virtual i zat ion resources in a single hardware 
platform.   

The TOE is instal led in a hype rvisor envi ronme nt,  such as VMware vSphere.  The 
TOE manages the storage of a storage c luster that  has a minimum three serve rs 
(HyperFlex HX Series Nod es (Converged Host)) with Sol id -state disk (SSD) and 
Hard-disk drives (HDD) attached storage. The c lustered servers are net worked with 
switches and fabr ic  interconnects.  Optional ly,  non -storage serve rs,  (compute 
nodes),  can be inc luded in the storage c lust er.  HX Data Platform manages the 
storage for the data and VMs stored on the associated storage c luster.    

The HyperFlex HX Series instal ler is  loaded on a UCS platform that  is  networked to 
the storage c luster to be managed.  During the instal lat ion of the TOE, the init ial  
c luster with at  least  three HyperFlex HX Ser ies  Nodes is  created.  The datastores 
are added to the storage c luster after the instal lat ion is  complete.   The HyperFlex 
HX Series provides a highly fault -tolerant  distr ibuted storage system tha t  
preserves data integrity and opt imizes pe rformance for v irtual  machine (VM) 
storage workloads.  

The HyperFlex HX Series inc ludes CL I  commands that  are used to monitor and 
manage the storage c lusters.   The CLI  also provides the Authorized Administ rator 
the abi l ity  to add nodes as the storage capacity and the storage needs grow within 
the organizat ion.   

Detai ls  of the evaluated configurat ion,  inc luding the TOE’s support ing guidance 
documentat ion,  are g iven in Annex A.  
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4.3  TOE scope 

The TOE scope is described in the ST [1] ,  chapter 1.5 and 1 .6.  

4.4  Protection Profile Conformance  

The Security Target [1]  did not  c laim conformance to any protect ion profi le.  

4.5  Assurance Level  

The Security Target [1]  specified the assurance requirements for the evaluat ion. 
Predefined evaluat ion assurance level  EAL  2 was used. Common Criteria Part  3 [4]  
describes the scale of assurance g iven by predefined assurance levels EAL1 to 
EAL7. An overview of CC i s  g iven in CC Part  1 [2] .  

4.6  Security Policy  

There are no Organizat ional  Security Pol ic ies or rules with which the TOE must  
comply.  

4.7  Security Claims 

The Security Target [1]  ful ly  specifies the TOE ’s  security object ives,  the threats  
which these object ives counter and security funct ional  requirements and security 
funct ions to elaborate the object ives.  Al l  of the SFR ’s are taken from CC Part  2 [3] ;  
use of this standard fac i l itates comparison wit h other evaluated products.  

4.8  Threats Countered  

 T.ACCOUNTABILITY 
An authori zed administrat ive is  not  held accountable for their act ions on 
the TOE because the audit  records are not  genera ted or reviewed.  

 T.NOAUTH  
An unauthori zed person (attacker) may attempt to bypass the security of 
the TOE so as to access and use security funct ions and/or non -security 
funct ions provided by the TOE to dis rupt  operat ions of the TOE.  

 T.RESOURCE_AVAILABILITY 
The TOE data (user) could become corrupted or unavai lable due to hardware 
or system operat ion fai lure s.  

 T.TIME 
Evidence of a compromise by an unauthor ized user (attacker) or mal funct ion 
of the TOE may go unnoticed or not  be prope rly  traceable i f  recorded events 
(audit  data) are not  properly sequenced through applicat ion of correct  
t imestamps.  

4.9  Threats Countered by the TOE’s environment  

There are no threats countered by the TOE ´s e nvironment.  



  

Cisco HyperF lex Systems HX Serie s  
Version v2.5(1c)  

EAL  2  

 

 

 

SERTIT-095 CR Issue 1.0  

6 Nov 2017  

Page 11 of 22  

 

4.10  Threats and Attacks not Countered  

No threats or attacks that  are not  countered are described.  

4.11  Environmental Assumptions and Dependencies  

 A.ADMIN 
All  Authorized Administrator are assumed not  evi l ,  wi l l  fol low the 
administrat ive guidance and wil l  not  disrupt  the operat ion of the TOE 
intent ional ly.    

 A.CONNECTIONS  
The operat ional  envi ronment in which the TOE is instal led wil l  al low the 
users of the TOE to access the stored informat ion.  

 A.LOCATE 
The processing resources of the TOE and those  services provided by the 
operat ional  environment wil l  be located within control led access fac i l i t ies,  
which wil l  prevent unauthorized phy sical  access.  

4.12  IT Security Objectives  

 O.ACCESS_CONTROL 
The TOE wil l  re strict  access to the TOE management funct ions to the 
Authorized Administrator.  

 O.ADMIN 
The TOE wil l  provide  the Authori zed Administrator with a set  of priv i leges to 
isolate administrat ive act ions and to make the  administrat ive funct ions 
avai lable remotely.  

 O.AUDIT_GEN 
The TOE wil l  generate audit  records that  wil l  inc lude the t ime that  the event 
occurred,  the identity of the user performing the event and the outcome of 
the event. 

 O.AVAILABILITY 
The TOE wil l  provide mechanisms to maintain a secure state and mit igate 
against  data loss or corruption due to hardware or system operat ion 
fai lures.   

 O.AUDIT_VIEW 
The TOE wil l  provide the Authori zed Administrator the capabil ity  to review 
audit  data.  

 O.DATA 
The TOE wil l  protect  the configurat ion and use r data from unauthori zed 
modificat ions.  

 O.IDAUTH 
The TOE must  uniquely ident ify and authenticate the c laimed identity of al l  
administrat ive users be fore grant ing management access.  

 O.SELFPRO 
The TOE must  protect  itself against  attempts by unauthorized use rs to 
bypass,  deact ivate,  or tamper with TOE securit y funct ions.  
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 O.TIME 
The TOE wil l  provide a rel iable t ime stamp for its  own use.  

4.13  Non-IT Security Objectives  

 OE.ADMIN 
The Authori zed Administrator are well  trained and trusted to manage the 
TOE and to configure the IT environment and required non -TOE devices for 
the proper network support .    

 OE.CONNECTION 
The operat ional  envi ronment wil l  have the required protected network 
support  for the operat ion of the TOE to prevent unauthorized access to the 
TOE.  

 OE.LOCATE 
The processing resources of the TOE and those  services provided by the 
operat ional  environment wil l  be located within control led access fac i l i t ies,  
which wil l  prevent unauthorized phy sical  access.  

4.14  Security Functional Requirements  

 FAU_GEN.1   Audit  data generat ion  
 FAU_GEN.2  User Identity Associat ion  
 FAU_SAR.1  Audit  Review  
 FAU_STG.1  Protected audit  trai l  storage  
 FDP_ACC.2  Complete access control   
 FDP_ACF.1  Security attribute based access control   
 FIA_ATD.1  User Attribute Defin it ion  
 FIA_SOS.1  Verificat ion of secrets  
 FIA_UAU.2  User Authenticat ion Before Any Act ion  
 FIA_UAU.7  Protected authenticat ion feedback 
 FIA_UID.2  User Identificat ion Before Any Act ion  
 FMT_MSA.1  Management of security attributes  
 FMT_MSA.3  Stat ic  attribute init ial izat ion  
 FMT_MTD.1  Management of TSF Data  
 FMT_SMF.1  Specificat ion of Management Funct ions  
 FMT_SMR.1  Security Roles  
 FPT_FLS.1  Fai lure with preservat ion of secure state  
 FPT_STM.1  Rel iable t ime stamps  
 FRU_FLT.2  L imited fault  tolerance  
 FTA_SSL.3  TSF-init iated terminat ion  
 FTP_TRP.1  Trusted path  

4.15  Security Function Policy  

The TOE is a hyper -convergent software -centri c  solut ion that  t ight ly integrates 
computing,  storage,  networking and virtual i zat ion resources in a single hardware 
platform.   
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The TOE is instal led in a hype rvisor envi ronme nt,  such as VMware vSphere.  The 
TOE manages the storage of a storage c luster that  has a minimum three serve rs 
(HyperFlex HX Series Nodes (Converged Host)) with Sol id -state disk (SSD) and 
Hard-disk drives (HDD) attached storage. The c lustered servers are net worked with 
switches and fabr ic  int erconnects.  Optional ly,  non -storage serve rs,  (compute 
nodes),  can be inc luded in the storage c luster.  HX Data Platform manages the 
storage for the data and VMs stored on the associated storage c luster.  

The HyperFlex Systems HX Series provides connect iv ity and security services onto a 
single,  secure device.   The TOE offers:  

•  Enterprise -c lass data management features that  are required for complete 
l i fecyc le management and enhanced data protect ion in distributed storage  

•  Simplified data management that  integrate s storage funct ions into exist ing 
management tools and al lowing instant  provisioning for dramatical ly  
simplified da i ly  operat ions  

•  Independent scal ing of the computing,  caching,  and capacity t iers,  g iv ing 
you the flexibi l ity  to scale the environment based o n evolving business 
needs 

•  Continuous data opt imizat ion with inl ine data deduplicat ion and 
compression that  increases re source ut i l izat ion with more headroom for 
data scal ing  

•  Dynamic  data placement in node memory,  enterprise -c lass flash memory (on 
sol id-state disk [SSD]  drives),  and persi stent  storage t iers (on hard -di sk 
drives [HDDs]) to opt imize performance and re si l iency —and to readjust  data 
placement as you scale your c luster  

The HyperFlex Systems HX Series del ivers the combinat ion of the essent ial  featu res 
in a single solut ion.  

4.16  Evaluation Conduct  

The evaluat ion was carried out  in accordance with the requirements of the 
Norwegian Cert if icat ion Scheme  for IT Security as described in SER TIT Document 
SD001[5] .  The Scheme is managed by the Norwegian Cert if icat ion Authority for IT 
Security (SERTIT).  As stated on page 2 of thi s Cert if icat ion Report ,  SER TIT is  a 
member of the Arrangement on the Recogni t ion of Common Criteria Ce rt if icates in 
the Field of Information Technology Security  (CCRA),  and the evaluat ion was 
conducted in accordance with the terms of this Arrangement.  

The purpose of the evaluat ion was to provide assurance about the effect iveness o f 
the TOE in meeting its Security Target [1] ,  which prospect ive consumers are 
advised to read. To ensure that  the Security Target [1]  gave an appropriate 
basel ine for a CC evaluat ion,  it  was fi rst  itself evaluated. The TOE was then 
evaluated against  this basel ine.  Both parts of t he evaluat ion were performed in 
accordance with CC Part  3 [4]  and the Common Evaluat ion Methodology (CEM) [6] .   
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SERTIT monitored the evaluat ion which was carried out  by the Brightsight  B.V.  
Commercial  Evaluat ion Faci l ity  (CLEF/EVIT).  The evaluat ion was completed when 
the EVIT submitted the final  Evaluat ion Technical  Report  (ETR) [7]  to SER TIT in  11 
October,  2017. SERTIT then produced this Cert if icat ion Report .  

4.17  General Points  

The evaluat ion addressed the security funct ional ity c laimed in the Security 
Target[1]  with reference to the assumed operat ing environment specified by the 
Security Target [1] .  The evaluated configurat ion was that  specified in Annex A.  
Prospect ive consumers are advised to check that  this matches their ident ified 
requirements and give due considerat ion to the recommendat ions and caveats of 
this report .  

Cert if icat ion does not  guarantee that  the IT product  is  free from security 
vulnerabi l it ies.  Th is Cert i f icat ion Report  and t he belonging Cert if icate only reflect  
the view of SER TIT at  the t ime of cert if icat ion.  It  is  further more the responsib i l ity  
of users (both exist ing and prospect ive) to check whether any security 
vulnerabi l it ies have been discovered since the date shown in this report .  Thi s 
Cert if icat ion Report  is  not  an endorsement of the IT product  by SERTIT or any 
other organizat ion that  recognizes or g ives effect  to this Cert if icat ion Report ,  and 
no warranty of the IT product  by SERTIT or any  other organizat ion that  recognizes 
or g ives effect  to this Cert if icat ion Report  is  ei ther expressed or implied.   
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5 Evaluation Findings 
The evaluators examined the fol lowing assurance c lasses and components taken 
from CC Part  3[4] .  These c lasses comprise the EAL 2 assurance package.  

Assurance c lass Assurance components  

Development  ADV_ARC.1  Security architecture descript ion  

ADV_FSP.2  Funct ional  specificat ion with complete 
summary  

ADV_TDS.1  Architectural  design  

Guidance documents  AGD_OPE.1  Operat ional  user guidance  

AGD_PRE.1  Preparat ive  procedures  

L ife-cyc le support  ALC_CMC.2  Product ion support ,  acceptance procedures 
and automation  

ALC_CMS.2  Problem tracking CM coverage  

ALC_DEL.1  Del ivery procedures  

Security Target  
evaluat ion 

ASE_ CCL.1  Conformance c laims  

ASE_ ECD.1  Extended components definit ion  

ASE_INT.1  ST introduct ion  

ASE_REQ.2  Derived security requirements  

ASE_SPD.1  Security problem definit ion  

ASE_OBJ.2  Security object ives 

ASE_ TSS.1  TOE summary specificat ion  

Tests  ATE_ COV.1  Analysis o f coverage  

ATE_ FUN.1  Funct ional  test ing  

ATE_IND.2  Independent test ing - sample  

Vulnerabi l ity  
assessment  

AVA_VAN.2  Vulnerabi l ity  analysis  

Al l  assurance c lasses were found to be sat isfactory and were awarded an overa l l  
“pass” verdict .  

5.1  Introduction 

The evaluat ion addressed the requirements specified in the Security  Target[1] .  The 
results of this work were reported in the ETR [7]   under the CC Part  3[4]  headings.  
The fol lowing sect ions note considerat ions that  are of part icular relevance to 
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either consumers or those i nvolved with subse quent assurance maintenance and 
re-evaluat ion of the TOE.  

5.2  Delivery 

On receipt  of the TOE, the consumer i s  recommended to check that  the evaluated 
version has been supplied,  and to check that  the security of the TOE has not  been 
compromised in del ive ry.  

5.3  Installation and Guidance Documentation  

Instal lat ion of the TOE must  be performed completely in accordance with the 
guidance l isted in the ST[1]  chapter 1.5 provided by the developer.  The 
Operat ional  Use r Guidance  and Preparat ive Procedures [8]  describes al l  necessary 
steps to configure the TOE in the cert if ied configurat ion.  

These documents are a col lect ion of al l  secur ity relevant  operat ions and sett ings 
that  must  be observed to ensure that  the TOE operates in a secure manner.   

5.4  Misuse 

There is  always a risk of intent ional  and unintent ional  misconfigurat ions that  could 
possibly compromise confidential  information.  The user shou ld always fol low the 
guidance for the TOE in order to ensure that  the TOE ope rates in a secure manner.  

The guidance documents adequately describe the mode of operat ion of the TOE, 
al l  assumptions about the intended environme nt and al l  requirements for external  
security.  Suffic ient  guidance is provided for the consumer to effect ively use the 
TOE’s security funct ions.  

5.5  Vulnerability Analysis  

The Evaluators’  vulnerabi l ity  analy sis was base d on both public  domain sources 
and the visibi l i ty  of the TOE given by the evalua t ion process.  

The evaluator whi le performing other evaluat ion act iv it ies (ASE,  ADV and AGD) 
considered direct  attacks,  monitoring and misuse attacks,  to identify potential  
vulnerabi l it ies.   

The evaluator also,  conducted a public  domain  vulnerabi l ity  search  to furthe r 
search for potential  vulne rabi l it ies.  Both TOE specific  and TOE type search terms 
were used. The evaluator also used a vulnerabi l ity  scanning tool  (Nessus) to 
identify potential  vulnerabi l it ies.   

The evaluator  assessed al l  poss ible vulnerabi l i t ies found during evaluat ion. 
Potential  vulnerabi l it ies were found however none of them turned out  to be 
possibly exploitable.   
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5.6  Developer’s Tests  

The developer test  plan covers al l  o f the security funct ions l isted in the Security 
Target  [1] .   This has been achieved by combining  where possible ,  mult iple SFRs 
into a single test  case.  There are a total  of 9 t est  cases that  cover al l  of the TSFIs 
and SFRs.   

The developer has performed test ing on the HyperFlex HX220c M4 Node s.  

5.7  Evaluators’ Tests  

The evaluator decided to sample based on test  cases that  covered the majority of 
SFRs and TSFIs  and came up with 3 repeated tests .  Furthermore the evaluator 
analysed the developer test  plan to see whether addit ional  ATE tests could be 
performed, and devised 9 addit ional  tests.  
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6 Evaluation Outcome 

6.1  Certification Result  

After due considerat ion of the ETR [7] ,  produced by the Evaluators,  and the 
conduct  of the evaluat ion,  as witnessed by the  Cert if ier,  SERTIT has determined 
that  Cisco HyperFlex Systems HX Series  vers ion  v2.5(1c)  meets the Common 
Criteria Part  3 conformant  requ irements of Ev aluat ion Assurance Level  EAL  2 for 
the specified Common Criteria Part  2 conformant  funct ional ity ,  in the specified 
environment,  when running on platforms speci fied in Annex A.   

6.2  Recommendations  

Prospect ive consumers of C isco HyperF lex Syst ems HX Series  version v2.5(1c)  
should understand the specific  scope of the cert if icat ion by reading this report  in 
conjunct ion with the Security Target [1] .  The TOE should be used in accordance 
with a number of environmental  cons iderat ions as specified in the Security Target.  

Only the evaluated TOE configurat ion should be instal led.  This is  specified in 
Annex A with further relevant  information gi ven above under Sect ion 4.3 “TOE 
Scope” and Sect ion 5 “Evaluat ion Findings”.  

The TOE should be use d in accordance with the support ing guidance 
documentat ion inc luded in the evaluated configurat ion.  
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Annex A: Evaluated Configuration 

TOE Identification  

The TOE consists of:  

Hardware:  

Hardware Picture Size Power Interfaces 
Cisco 
HyperFle
x HX220c 
M4 Node 

 

 
 
 

Height  

1.7 in .  
(4.32 cm)  

Width  

16.89 in .  
(43.0 cm)  

inc luding  
handles :  

18.98 in .  
(48.2 cm)  

Depth  

29.8 in .  
(75.6 cm)  

inc luding  
handles :  

30.98 in .  
(78.7 cm)  

Two 770 W 
(AC)  hot 
swappable  
power 
suppl ies  

Rear panel  

•  One DB15 VGA 
connector  

•  One RJ45 ser ia l  port 
connector  

•  Two USB 3.0 port 
connectors  

•  One RJ -45 10 /10 0/1 000 
Ethernet management 
port,  us ing  Cisco 
Integrated  

•  Management Contro l ler  
(CIMC) f i rmware  

•  Two Inte l  i350 
embedded (on the 
motherboard)  GbE  LOM 
ports  

•  One f lexib le  modu lar  
LAN on motherboard 
(mLOM) s lot that  

•  Accommodates  the 
Cisco UCS VIC12 27 VIC 
MLOM -  Dual  Port 1 0Gb 
SFP+ interface card.  

•  Two PCIe  3.0 s lots  

Front  panel  

•  One KVM console  
connector  (suppl ies  
two USB 2.0 
connectors ,  one VGA  

•  DB15 connector ,  and 
one ser ia l  port (RS23 2)  
RJ45 connector)  
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Hardware Picture Size Power Interfaces 
Cisco 
HyperFle
x HX240c 
M4 Node 

 

 
 
 

Height  

3.43 in .  
(8.70 cm)  

Width 
( inc ludin
g  s lam 
latches)  

17.65 
in . (44.8 
cm) 

Inc luding  
handles :  

18.96 in  
(48.2 cm)  

Depth  

29.0 in .  
(73.8 cm)  

Inc luding  
handles :  

30.18 in  
(76.6 cm)  

Up to two 
hot-
pluggable,  
redundant 
650W, 
930W DC,  
1200W, or  
1400W 
power 
suppl ies  

Rear panel  

•  One DB15 VGA 
connector  

•  One RJ45 ser ia l  port 
connector  

•  Two USB 3.0 port 
connectors  

•  One RJ -45 10 /10 0/1 000 
Ethernet management 
port,  us ing  Cisco 
Integrated  

•  Management Contro l ler  
(CIMC) f i rmware  

•  Two Inte l  i350 
embedded (on the 
motherboard)  GbE  LOM 
ports  

•  One f lexib le  modu la r  
LAN on motherboard 
(mLOM) s lot that  

•  Accommodates  the 
Cisco UCS VIC12 27 VIC 
MLOM -  Dual  Port 1 0Gb 
SFP+ interface card.  

•  Two PCIe  3.0 s lots  

Front  panel  

•  One KVM console  
connector  (suppl ies  
two USB 2.0 
connectors ,  one VGA  

•  DB15 v ideo connector ,  
and one ser ia l  port 
(RS232)  RJ45 
connector)  
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Hardware Picture Size Power Interfaces 
Cisco 
HyperFle
x HX240c 
M4 
Nodes  
with 
Cisco 
UCS B200 
B lade 
Servers  

 

 
 
 

Same as  
above 
for  the 
node and 
the 
fol lowing 
blade 
s ize   

Height  

1.95 in .  
(50 mm)  

Width  

8.00 
in . (203 
mm) 

Depth 

24.4 in .  
(620 mm)  

Same as  
above for  
the node 
and blade  

Same as  above for  the node 
and the fol lowing blade 
interface:  

Front panel  

•  One console  connector  

Software:  

• Cisco HyperF lex HX Data Platform Software,  version 2.5(1c)  

Guidance:  

• Cisco HyperF lex Systems HX Serie s Common Cri teria Operat ional  Use r 
Guidance and Preparat ive Procedures,  v1.0,  11  October 2017  

TOE Documentation  

The support ing guidance documents evaluated were:  

[a] Cisco HyperF lex Systems HX Serie s Common Cri teria Operat ional  Use r 
Guidance and Preparat ive Procedures,  v1.0,  11  October 2017  

Further discussion of the support ing guidance material  is  g iven in Sect ion 5.3 
“Instal lat ion and Guidance Documentat ion”.  

TOE Configuration  

The fol lowing configurat ion was used for test ing:  

The TOE was tested on the fol lowing models:  HX220c M4 Nodes and HX240c M4 
nodes,  with Ci sco HyperFlex HX Data Platform Software,  version 2.5(1c ),  
configured according to [8] .  
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Environmental Configuration  

The TOE is tested in the fol lowing setup:  

 

Where FI  is  the Fabric  Interconnect  of the Cisc o UCS which provides connect ion to 
the TOE.  
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